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Build. Hack. Secure: Engineering an Ethical Hacking Lab Activity – Section 2: Independent Practice Worksheet Answer Key 

Section 2: Independent Practice Worksheet Answer Key 
 
Instructions:  
Open your Kali PowerShell terminal and perform the following tasks: 
 

1. Install FTP and connect to the Metasploitable2 target over port 21. You may need to use 
the “msfadmin” user and password to log in. 

2. Install SSH and connect to the Metasploitable2 target over port 22. You’ll find that 
Metasploitable2 uses old ciphers that are unsupported in Kali. Hint: SSH cipher will be 
rejected on connection attempts.  

3. Add the following to your SSH terminal connection string: -oHostKeyAlgorithms=+ssh-rsa 
 
Provide screenshots of your successful connections. 
(Suggested Solution) 
Install FTP and connect to Metasploitable2. 
# apt install -y ftp 

 
 
Install SSH and connect to the Metasploitable2 target.  
# apt install -y ssh 
 
The key to this task is modifying the SSH connection string to allow Kali to communicate with an 
outdated cipher on Metasploitable2 (RSA): -oHostKeyAlgorithms=+ssh-rsa 

 


